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Doctorate in Information Assurance Coming to SMHEC

A new Doctorate in Information Assurance is coming to the Southern Maryland Higher Education Center from Capitol College. 

This program meets the demand for advanced education in Information Assurance (IA) at the doctoral level. Studies conducted over several years and policy objectives released recently by the President’s Administration corroborate the need to expand and advance the study of information and cyber security and justify the offering of a program of study leading to a terminal degree, the Doctor of Science (D.Sc.) in Information Assurance.  Capitol College already offers a Masters in Information Assurance at SMHEC.


On May 29, 2009, President Obama delivered a speech on cyber security in which he declared that the U.S. has reached a "transformational moment" when computer networks are probed and attacked millions of times a day.  "It's now clear this cyber threat is one of the most serious economic and national security challenges we face as a nation," [President] Obama said, adding, "We're not as prepared as we should be, as a government or as a country.”

On June 23, 2009, the Secretary of Defense, Robert Gates, announced the establishment of a new unified command entitled “Cybercom” to be located at Fort George G. Meade, Maryland, saying: “Cyberspace and its associated technologies offer unprecedented opportunities to the United States and are vital to our nation’s security and, by extension, to all aspects of military operations,” Gates wrote in his order. “Yet our increasing dependency on cyberspace, alongside a growing array of cyber threats and vulnerabilities, adds a new element of risk to our national security.” 


Although Cybercom will be given the mission of protecting the information in the military domain, the Defense Secretary said that NSA and DoD will continue to offer expertise and assistance to protect other domains, including government and communications. The comments  continued  “In the fast-paced information technology (IT) world, the demand for IT professionals in both the public and the private sectors outstrips the supply of individuals with the appropriate training and experience. Competition to hire highly qualified individuals is fierce. The Department of Justice has experienced difficulty in finding appropriate applicants for its vacancies among these important occupations, as have most other Federal agencies.”

The U.S. Department of Labor Statistics, 2006-2007 Occupational Outlook Handbook, states that: “Computer scientists and database administrators are expected to be among the fastest growing occupations through 2014. Employment of these computer specialists is expected to grow much faster than the average for all occupations as organizations continue to adopt and integrate increasingly sophisticated technologies. Increasingly, more sophisticated and complex technology is being implemented across all organizations, fueling demand for computer scientists and database administrators. There is growing demand for network systems and data communication analysts to help firms maximize their efficiency with available technology. 
Expansion of electronic commerce business on the Internet, and the continuing need to build and maintain databases that store critical information on customers, inventory, and projects are fueling demand for database administrators familiar with the latest technology. Also, the increasing importance placed on cybersecurity that is the protection of electronic information, will result in a need for workers skilled in information security.” 

The geographic proximity of Southern Maryland to the D.C. Metropolitan Area gives the proposed D.Sc. program a substantial advantage. Substantial academic resources can be brought to bear to aid and assist local doctoral candidates who choose particular dissertation topics, such as computer forensics (law enforcement) and wireless computing security.  The demand for these skills is remarkable.  The Washington Post online classified ads for jobs revealed 10,367 IA related jobs, of which 2,901 were in Southern Maryland, and this list does not count all other job openings posted elsewhere online. The demand is expected to increase given the expected increase in federal spending on IA, and the Base Relocating and Closing (BRAC) plans currently underway.

For more information on the Information Assurance programs at SMHEC from Capitol College call Mr. Andrew Mehri at 301-369-2800 ext. 3611. Students can also check www.capitol-college.edu/ or www.smhec.org. The D.Sc. in Information Assurance program will be located at SMHEC at 44219 Airport Road, California, Maryland. 

The Southern Maryland Higher Education Center was established by legislation in 1994. Over 90 academic programs are currently offered at SMHEC’s high-tech, centrally-located campus, providing the growing workforce in Southern Maryland with unprecedented access to higher education opportunities. 
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